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INTRODUCTION
READERS: PM3, ACR122U, SMARTPHONES

TAGS: SPECS + EXAMPLES

HID, MIFARE ULTRALIGHT, CLASSIC, DESFIRE EV1

RELAY ATTACKS



WHAT IS RFID?

RADIO-FREQUENCY IDENTIFICATION (RFID)

“METHOD OF UNIQUELY IDENTIFYING ITEMS USING RADIO WAVES”
(ORIGIN: DISTINGUISH ENEMY AIRCRAFT DURING WW!II)
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PASSIVE - LOWFREQUENCY (LF):125-134KHZ
VS. - HIGHFREQUENCY (HF): 13.56 MHZ
ACTIVE TAGS - ULTRAHIGHFREQUENCY (UHF): 856-960MHZ



TONS OF TECHNOLOGIES
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How IT WORKS?
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Ty : carrier period
k : coupling coefficient

[TAKEN FROM 13.56 MHzZ RFID PROXIMITY ANTENNAS (HTTP://WWW.NXPCOM/DOCUMENTS/APPLICATION NOTE/AN78010.PDF)]
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http://www.nxp.com/documents/application_note/AN78010.pdf

How IT WORKS?

Type A Type B
ASK 100% ASK 10%
Modified Miller, 106kbit/s NRZ, 106kbit/s
PCD to PICC
Jo|1‘o|o‘1J o | 1] o] o | 1
Load Modulation Load Modulation
Subcarrier /16 Subcarrier f/16
00K BPSK
PICC toa PCD Manchester, 106kbit/s NRZ-L*, 106kbit/s
o | 1] o | o] 1 o | 1 | o] o | 1

(MODULATION FOR 1SO-14443-2)

WE WILL ABSTRACT FROM ALL THESE DETAILS, BUT IF YOU ARE INTERESTED HERE IS A RECENT AND NICE INTRODUCTION TO RFAND SDR:
HTTPS://WWW.ELTTAM.COM.AU/BLOG/INTRO-SDR-AND-RF-ANALYSIS/



https://www.elttam.com.au/blog/intro-sdr-and-rf-analysis/

NEAR FIELD COMMUNICATION IS A RFID TECHNOLOGY

“NFC STANDARDS COVER COMMUNICATIONS PROTOCOLS AND DATA EXCHANGE
FORMATS AND ARE BASED ON EXISTING RADIO-FREQUENCY
IDENTIFICATION (RFID) STANDARDS INCLUDING ISO/IEC14443 AND FELICA

BuiLDS upoN HF RFID (13.56 MHZ)
USUALLY RESTRICTED TO ~10CM RANGE (CLOSENESS = INHERENT SECURITY?)
SOME NFC DEVICES CAN OPERATE IN P2P MODE OR BE EMULATED


https://en.wikipedia.org/wiki/Radio-frequency_identification
https://en.wikipedia.org/wiki/Radio-frequency_identification
https://en.wikipedia.org/wiki/ISO/IEC_14443
https://en.wikipedia.org/wiki/FeliCa

READERS

PROXMARK 3 ACR122U ANDROID
SMARTPHONES
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PROXMARK 3

FULLY OPENSOURCE: HTTPS://GITHUB.COM/PROXMARK/PROXMARK3

ADC .
USB s o R Microcontroller

SUPPORT FOR LF AND HF

o X
_____

FPCA + ARM FOR MODULATION/DEMODULATION AND CODING/DECODING

ACTIVE COMMUNITY: HTTP://WWW.PROXMARK.ORG/FORUM/INDEX.PHP

COSTS 200-300EUR


https://github.com/Proxmark/proxmark3
http://www.proxmark.org/forum/index.php

ACR122U

NFC TOOLS: HTTP://NFC-TOOLS.ORG/INDEX.PHP?TITLE=EACR122

BAasic NFCUSB READER

ONLY HF (13.56 MHZ)

SUPPORT FOR A FEW SPECS (1SO 14443 A/B, MIFARE, FELICA...)
COST ~20EUR

OPENSOURCE LIBRARIES (LIKE LIBNFC (urres://ciTHus.com/NFcTooLs/LiBNEC] )

COMPATIBLE WITH ANDROID
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http://nfc-tools.org/index.php?title=ACR122
https://github.com/nfc-tools/libnfc

ANDROID SMARTPHONES

NO COST IF YOU ALREADY HAVE ONE...
NXP PN5xX vS. BCM2079X CHIPS
PLAY STORE RECOMMENDED APPS:

NFC TAC INFO
HTTPS://PLAY.COOGLE.COM/STORE/APPS/DETAILS?ID=AT.MROLAND.ANDROID.APPS.NFCTAGINFO®@>HL=EN

@ ULTRAMANAGER LITE
HTTPS://PLAY.COOGLE.COM/STORE/APPS/DETAILS?ID=I10.GITHUB.DARKJOKER.ULTRAMANAGERLITE®HL=EN

? MIFARE DESFIRE EV1 NFC TooL
HTTPS://PLAY.COOGLE.COM/STORE/APPS/DETAILS?ID=COM.SKJOLBERG.MIFARE.DESFIRETOOL@HL=EN

CREDIT CARD READER NFC (EMV)
HTTPS://PLAY.COOGLE.COM/STORE/APPS/DETAILS?ID=COM.GITHUB.DEVNIED.EMVNFCCARD@HL=EN

ReEaLID
HTTPS://PLAY.COOGLE.COM/STORE/APPS/DETAILS?ID=NL.INNOVALOR.NFCIDDOCSHOWCASE@*HL=EN
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https://play.google.com/store/apps/details?id=at.mroland.android.apps.nfctaginfo&hl=en
https://play.google.com/store/apps/details?id=io.github.darkjoker.ultramanagerlite&hl=en
https://play.google.com/store/apps/details?id=com.skjolberg.mifare.desfiretool&hl=en
https://play.google.com/store/apps/details?id=com.github.devnied.emvnfccard&hl=en
https://play.google.com/store/apps/details?id=nl.innovalor.nfciddocshowcase&hl=en

“ARRIMAR CEBOLLETA” ATTACK

HTTPS://WWW .TRUSTWAVE.COM/RESOURCES/SPIDERLABS-BLOG/
PROXMARK-3,-NOW-WITH-MORE-ANDROID/

HTTPS://ETERNAL-TODO.COM/ES/BLOG/GIVE-ME-CREDIT-CARD-NFC-
WAY



https://www.trustwave.com/Resources/SpiderLabs-Blog/Proxmark-3,-now-with-more-Android/
https://www.trustwave.com/Resources/SpiderLabs-Blog/Proxmark-3,-now-with-more-Android/
https://eternal-todo.com/es/blog/give-me-credit-card-nfc-way
https://eternal-todo.com/es/blog/give-me-credit-card-nfc-way

FARADAY CAGE WALLETS

Patent pending
interlocking
magnetic RF
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MIRROR: HTTP://VWZQ.NET/DOWNLOAD/NFCZOO.PDF
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http://vwzq.net/download/nfczoo.pdf

ISO/IEC-14443 A/B SPECIFICATION

(MOST COMMON IN EUROPE AND USA)

- ISO/IEC14443-1:2016 PART 1: PHYSICAL CHARACTERISTICS

- |SO/IEC14443-2:2016 PART 2: RADIO FREQUENCY POWER AND SIGNAL INTERFACE

- ISO/IEC14443-3:2016 PART 3: INITIALIZATION AND ANTICOLLISION

- ISO/IEC14443-4:2016 PART 4: TRANSMISSION PROTOCOL

|SO SPECS ARE NOT FREE, BY DEFAULT...

15



A FEW MORE...

- |ISO/IEC 15693 (VICINITY CARDS)
- FELICA (BY SONY WAS PROPOSED FOR 1SO-14443 TYPE C)

- LOTS OF PROPRIETARY PROTOCOLS (LIKE NXPs)

NFCIP (0rR ECMA 352 ¢5340)

| ISO/IEC 21481 E (NFCIP-2)
MSIP-1
ISO/IEC ISO/IEC
14443 15693
Protocol Test RF I/F Test NFC-WI
Methods Methods
ISO/EC 23917 ISO/EC 22536 ISO/EC 28361

NFC protocol arrangement

16



OSINT

(OPEN SOURCE INTELLIGENCE)

FIRST STEP OF AN INVESTIGATION IS DATA GATHERING:

- DATASHEETS (HTTP://WWW.DATASHEETCATALOG.COM/)
- SPECIFICATIONS

- PATENTS (HTTPS://WWW.GOOGLE.COM/PATENTS)

- NEWS (PHOTOS)

GOOGLE DORKS (E.G.: FILETYPE:PDF) CAN HELP A LOT!

YOU WOULD BE SURPRISED OF HOW MUCH INFO THERE IS
EXPOSED ON MANUFACTURERS WEB PAGES (DATASHEETS,
INTERNAL DOCS, SCREENSHOTS OF INTERNAL TOOLS, SOFTWARE...)

17


http://www.datasheetcatalog.com/
https://www.google.com/patents

LET'S SEE SOME TAGS

-HID PrROX

-MIFARE ULTRALIGHT
-MIFARE CLASSIC
-MIFARE DESFIRE EV1



LF TAGS

PREDOMINANT IN IDENTIFICATION AND ACCESS CONTROL
LOWER READ RANGE AND COMMUNICATION SPEED
LOW-COST AND LOW-SECURITY WITH SIMPLE UIDs oR KEYs
SOME EXAMPLES:

- EM4X

- ATA55XX/T55XX

- HID PROX

- HITAG2 (USED BY CARS: HTTPS://WWW.USENIX.ORG/SYSTEM/FILES/CONFERENCE/USENIXSECURITY12/

SECT 2—FINAL95.PDF)

INTERESTING: T5577 HAVE MULTIPLE PARAMETERS ALLOWING TO EMULATE/
SIMULATE OTHER TAGS

RFID HACKING WITH THE PROXMARK 3:

HTTPS://BLOG.KCHUNG.CO/RFID-HACKING-WITH-THE-PROXMARK-3/

19



https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final95.pdf
https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final95.pdf
https://blog.kchung.co/rfid-hacking-with-the-proxmark-3/

Tac ExampLE: HID Prox G103

HID Prox TAG ID: 020£58dd777

HID CARDS STORE 44 BITS (11 HEX DIGITS) (START ALWAYS WITH “02” FOR CUSTOMER CODE)

SUPPORT FOR MANY DATA FORMATS. THE ONLY QUESTION IS WHICH ONE...
THIS SEEMS TO BE QUADRAKEY (BY HONEYWELL), WHICH IS EQUIVALENT TO WIEGAND 34-BIT (N10002):

Wiesgand Data (34-bit output from reader)

34 |33 132 131 [3) |29 |28 |27 |26 25 24 (23|22|21|20|19]|18|17 1615|1413 )112 11109 |8 |7 |6 |5 |4 |3 2 |1
OP|F |F |F |F |F [F |F |F F FI|FI|FI|IF|F|IF|JFlCc]JjCc|jCc|c]Jjc|cjc |cjc|jcjc|jcjcfc|c C [oP
OP Facility Code (0-65535) Card Number (0-65535) OP

OP=Even Parity (bits 18-33) 0P=0d{ Pariy (bits 2-17)

(ONLINE CALCULATOR: HTTPS://WWW.BRIVO.COM/SUPPORT/CARD-CALCULATOR)

00000010 00 00111101011000110 1110101110111011 1
Customer Padding Facility Card Number P
02 60347

N\

ONLY SECRET

DATA FORMATS: HTTP://WWW.PROXMARK.ORG/FILES/PROXCLONE.COM/
ICLASS%20WIEGAND%20DATA%20FORMATS 26-37.PDF

20 SALES ORDER NUMBER (NEXT TO CARD NUMBER)



TAG EXAMPLE: ULTRALIGHT

HF Low-CosT —
NoO CRYPTO =
BUILT IN TOP OF ISO-14443-3A
512 BITS OF MEMORY (16 PAGES X 4 BYTES): E

- 80 BITS MANUFACTURER +16 BITS CONFIG -

|
]

i

. 32 OTP BITS + 384 BITS FOR R/W DATA )

EXERCISE: READ MIFARE ULTRALIGHT SPECIFICATION
MFOICU1

MIFARE Ultralight contactless single-ticket IC

Rev. 3.9 — 23 July 2014 Product data sheet
028639 COMPANY PUBLIC

1. General description

The MIFARE MFCICU1 has been developed oy NXP Semiconductors to be used in &
contactliess smart ticket or smart carc ‘'n combination with a Preximity Coupling Devices
(PCD) in accordance with ISO/IEC 4443 A (see Rel, 1) ILis nlended lor use as sing e
triD or limited use tickats in public transportation natworks, loyalty cards or day passes for
events as a replacement fcr conventional tcket ng sclutions such as paper tickets,
magnetic stripe tickets or coins.

21



TAG EXAMPLE: ULTRALIGHT

ONLINE VS. OFFLINE SYSTEMS:

— ON: HIGHER CONTROL AND SECURITY
— OFF: MORE EXPENSIVE INSTALLATION, NOT ALWAYS POSSIBLE

NO DATA STORED -> NO NEED TO REVERSE ENGINEER
POSSIBLE TO CLONE UID BY USING SPECIAL TAGS (=10 EUR)
ALSO POSSIBLE TO EMULATE (AND BRUTE FORCE)...

22
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TAG EXAMPLE: ULTRALIGHT

2001: MIFARE ULTRALIGHT INTRODUCED
HTTPS://WWW.NXPCOM/DOCS/EN/DATA-SHEET/MFOICU1.PDF

2008: MIFARE ULTRALIGHT C (SUPPORT FOR TRIPLE DES AUTHENTICATION)
HTTPS://WWW.NXPCOM/DOCS/EN/DATA-SHEET/MFoOICU2.PDF

2012: MIFARE ULTRALIGHT EV1 (BACKWARDS COMPATIBLE WITH EXTRA SECURITY)
HTTPS://WWW.NXPCOM/DOCS/EN/DATA-SHEET/MFOULX1.PDF

23


https://www.nxp.com/docs/en/data-sheet/MF0ICU1.pdf
https://www.nxp.com/docs/en/data-sheet/MF0ICU2.pdf
https://www.nxp.com/docs/en/data-sheet/MF0ULX1.pdf

-
-

TAG EXAMPLE: CLASSIC

INTRODUCED IN 1994 (NXP PREVIOUSLY KNOWN AS PHILIPS)
COMMUNICATION LAYER BASED ON 1SO 14443

PROPRIETARY CRYPTO (SECURITY BY OBSCURITY ALWAYS ENDS BADLY...)

CRYPTO1 BY NXP SEMICONDUCTORS 0x00 UID, BCC, Manufacturer data \
0x01 Data block Sector 0x00
0x02 Data block > 4 blocks, 64 bytes

MORE THAN 3.5 BILLION CARDS PRODUCED

0x03 | KeyA Access control Key B <

0x04 Data block
TK VERSION:1024 BYTES SPLIT INTO 16 SECTORS 0x05 Data block \ Sector 0x01
4K VERSION: 4096 BYTES SPLITINTO 40 SECTORS 0x06 Data block \| [ 4 blocks, 64 bytes

» 0x07 | Key A Access control Key B .
KEYS: 6 BYTES ; Sector trailer
ACCESS CONTROL: 3 BITS 0xfO Data block

DATA BLOCK: 16 BYTES

Sector 0x27
16 blocks, 256 bytes

Oxff | Key A Access control Key B \

24



TAG EXAMPLE: CLASSIC PR

DEC 2007- NOHL ET AL. PARTIAL RE IN CCC (h1TPs://WWW.YOUTUBE.COM/WATCH?V=Q]YXUVMGLRO)

CRYPTO 1: STREAM CIPHER

WEAKNESS ON PSEUDORANDOM GENERATOR, THE
32-BIT NONCES USED FOR AUTHENTICATION HAVE
ONLY 16 BITS OF ENTROPY

MORE: HTTP://WWW.CS.RU.NL/~FLAVIOG/
PUBLICATIONS/ATTACK.MIFARE.PDF

(FROM: HTTPS://EVENTS.CCC.DE/CONGRESS/2007/FAHRPLAN/EVENTS/2378.EN.HTML)
25



https://www.youtube.com/watch?v=QJyxUvMGLr0
https://events.ccc.de/congress/2007/Fahrplan/events/2378.en.html
http://www.cs.ru.nl/~flaviog/publications/Attack.MIFARE.pdf
http://www.cs.ru.nl/~flaviog/publications/Attack.MIFARE.pdf
http://www.cs.ru.nl/~flaviog/publications/Attack.MIFARE.pdf

. -
|

TAG EXAMPLE: CLASSIC

MARCH 2008 - RESEARCH GROUP FROM RADBOND UNIVERSITY COMPLETELY REVERSE
ENGINEERED THE CRYPTO-1 CIPHER

PAPER: HTTP://CITESEERX.IST.PSU.EDU/VIEWDOC/DOWNLOAD?DOI=10.1.1.437.25015REP=REP16#TYPE=PDF
SLIDES: HTTP://WWW.SOS.CS.RU.NL/APPLICATIONS/RFID/2008-ESORICS-SLIDES.PDF

CARD ONLY ATTACK! (CRITICAL)
NXP TRIED TO STOP THE DISCLOSURE... COURT DECIDES TO ALLOW PUBLICATION
OCT 2008 - CRYPTO-1 IMPLEMENTATION IS OPEN SOURCED

MIFARE PLUS ANNOUNCED AS A DROP-IN REPLACEMENT BASED ON 128-BIT AES

NEW "HARDENED" CARDS HAVE BEEN RELEASED IN AND AROUND 2011 (MIFARE CLASSIC EV1), NOT SUSCEPTIBLE TO
PREVIOUS KNOWN CARD-ONLY ATTACKS

2015: CARD ONLY ATTACKS AGAINST HARDENED MIFARE CLASSIC: HTTP://CS.RU.NL/~RVERDULT/CIPHERTEXT-
ONLY CRYPTANALYSIS ON HARDENED MIFARE CLASSIC CARDS-CCS 2015.PDF

20


http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.437.2501&rep=rep1&type=pdf
http://www.sos.cs.ru.nl/applications/rfid/2008-esorics-slides.pdf
http://cs.ru.nl/~rverdult/Ciphertext-only_Cryptanalysis_on_Hardened_Mifare_Classic_Cards-CCS_2015.pdf
http://cs.ru.nl/~rverdult/Ciphertext-only_Cryptanalysis_on_Hardened_Mifare_Classic_Cards-CCS_2015.pdf
http://cs.ru.nl/~rverdult/Ciphertext-only_Cryptanalysis_on_Hardened_Mifare_Classic_Cards-CCS_2015.pdf

TAG EXAMPLE: CLASSIC

PUBLIC ATTACK IMPLEMENTATIONS: D\
EM
. NESTED ATTACK: MFOC Q
SRC: HTTPS://GITHUB.COM/NFC-TOOLS/MFOC
SLIDES: HTTPS://NETHEMBA.COM/RESOURCES/MIFARE-CLASSIC-SLIDES.PDF

DARK-SIDE ATTACK: MFCUK

SRC: HTTPS://GITHUB.COM/NFC-TOOLS/MFCUK
PAPER: HTTPS://EPRINT.IACR.ORG/2009/137.PDF

2/

. -


https://github.com/nfc-tools/mfoc
https://nethemba.com/resources/mifare-classic-slides.pdf
https://github.com/nfc-tools/mfcuk
https://eprint.iacr.org/2009/137.pdf

TAG EXAMPLE: DESFIRE

INTRODUCED IN 2002

3DES WITH 4KB OF STORAGE
AES (2, 4 orR 8KB; see MIFARE DESFIRE EV1)

PROTOCOL COMPLIANT WITH 1SO-14443-4

-

Prologue field

[CID] | INAD)
1 byte

Informaton field Epilogue field
4 4

PCB [INF] EDC

] 2 byles
s

1 byle | 1 byte

4

i >

Emor Detection Code
FSD ! FSC
- »
T m——————

SUPPORTS “NATIVE COMMANDS” AND ISO-7816 APDUS
(SMART CARD APPLICATION PrROTOCOL DATA UNIT)

Command APDU
Header (required) Body (optional)
Data
CLA | INS P1 P2 Lc Field Le

28

Response 4 PDU
_ Trailer
Body(optonal) | o ired)
Data 3
Field Wi SWE

i



. -
-

TAG EXAMPLE: DESFIRE

WIDE SET OF COMMANDS: SELECT, READ/WRITE BINARY, GET DATA, GET
CHALLENGE, GENERATE APP CRYPTOGRAM..

USED TO INTERACT WITH SMART CARD APPLICATIONS AND THE FILESYSTEM

Name Decfinition
| Application 28 in each card. Distinguish by
3-byte AID.
I“ile 16 files each application.
| Key 14 keys each application. For ac-

cecss control purpose.

SELECT APPLICATION (OR DIRECTORY FILE) BY ITS AID (3 BYTES)

LIST FILEIDS AND KEY SETTINGS

3 ACCESS LEVELS: PICC OR CARD LEVEL, APPLICATION LEVEL AND FILE LEVEL

KEYS ALSO USED FOR ESTABLISHING A SESSION KEY AND ENCRYPT COMMUNICATION

MORE DETAILS: HTTPS://BRAGE.BIBSYS.NO/XMLUI/BITSTREAM/HANDLE/11250/262988/742061 FULLTEXTO1.PDF (SECTION 3)
29



https://brage.bibsys.no/xmlui/bitstream/handle/11250/262988/742061_FULLTEXT01.pdf

TAG EXAMPLE: DESFIRE P

2011 - MIFARE DESFIRE (MF31CD40) VULNERABLE TO CORRELATION POWER ANALYSIS SIDE-CHANNEL ATTACK

BREAKING MIFARE DESFIRE MF3ICD40: POWER ANALYSIS AND TEMPLATES IN THE REAL WORLD
HTTP://WWW.EMSEC.RUB.DE/MEDIA/CRYPTO/VEROEFFENTLICHUNGEN/2011/10/10/

DESFIRE 2011 EXTENDED 1.PDF

“THE FULL KEY RECOVERY ATTACK TAKES ~250,000 TRACES, WHICH REQUIRE ABOUT 7 HOURS TO COLLECT.

NXP's RESPONSE: HTTPS://WWW.MIFARE.NET/UPDATE-ON-MIFARE-DESFIRE-MF31CD40/

HF interface

e o —

() 1C phato (b} Hypothelical  strue-
ture

Fig. 4: The DESFire ME3ICD40 1C

-~

. 7 Keyinitislization 3DES, (n,)

IDFES, (B) I0ES, [B,)
— —

Saltage
= - 5 %

% 10 @ W 0 ™ W0 e W@ Sk e w5 L)

b s
Tine [pe) Tine (p9)

(a) Step 1 (h) Step 2

I'ig. 5: Annotated traces during the authentication protocol [after analog pro-
cessing)

DISCONTINUED IN FAVOUR OF DESFIRE EV1 (INTRODUCED IN 2008 COMMON CRITERIA EAL 4+)

30


http://www.emsec.rub.de/media/crypto/veroeffentlichungen/2011/10/10/desfire_2011_extended_1.pdf
http://www.emsec.rub.de/media/crypto/veroeffentlichungen/2011/10/10/desfire_2011_extended_1.pdf
https://www.mifare.net/update-on-mifare-desfire-mf3icd40/

. -

TAG EXAMPLE: DESFIRE

NO KNOWN ATTACKS AGAINST DESFIRE EV1, ONLY A RECENT STUDY:
2017-“BIAS IN THE MIFARE DESFIRE EV1 TRNG” BY D HURLEY-SMITH

RELAY ATTACK = VIOLATES THE “CLOSENESS” ASSUMPTION

(MASTHER THESIS ON DESFIRE Ev1 RELAY: HTTPS://BRAGE.BIBSYS.NO/XMLUI/BITSTREAM/HANDLE/
11250/262988/742061 FULLTEXTO1.PDF)

JOHN CONWAY (1976) RELAY OF A
CORRESPONDENCE CHESS GAME

Alice Bob

MIFARE DESFIRE EV2 INTRODUCED IN 2016 WITH A PROXIMITY CHECK

3


https://brage.bibsys.no/xmlui/bitstream/handle/11250/262988/742061_FULLTEXT01.pdf
https://brage.bibsys.no/xmlui/bitstream/handle/11250/262988/742061_FULLTEXT01.pdf

RELAY ATTACKS

Relay Station Attack (RSA)

Attacker 1

NFC RELAY ATTACKS WITH

ANDROID MOBILE DEVICES
HTTP://VWZQ.NET/RELAYNFC/

Alice
Em)
k_!
. |
Ly | TEEE attackers can be on opposite
i+ — sides of the world

——

Nl Provy

(HTTPS://WWW.YOUTUBE.COM/WATCH?v=QMQC SNB YE)

MITIGATION - DISTANCE BOUNDING PROTOCOLS (ESTABLISH BOUNDS BASED ON TIMING DELAYS)


http://vwzq.net/relaynfc/
https://www.youtube.com/watch?v=qMQc_snB_yE

INTERESTING LINKS

NFC Glossary: https://www.nfc-research.at/index.php@id=40.html

RFID HANDBOOK: FUNDAMENTALS AND APPLICATIONS IN CONTACTLESS SMART CARDS, RADIO FREQUENCY IDENTIFICATION AND
NEAR-FIELD COMMUNICATION

PROXMARK 3 FORUM: HTTP://WWW.PROXMARK.ORG/FORUM/INDEX.PHP

RFIDIDIOT (PYTHON LIB): HTTP://RFIDIOT.ORG/

CHASING CARS: KEYLESS ENTRY SYSTEM ATTACKS HTTPS://CONFERENCE.HITB.ORG/HITBSECCONF2017AMS/SESSIONS/CHASING-CARS-
KEYLESS-ENTRY-SYSTEM-ATTACKS/

A FEW MORE NOT sO RFID...

OPENSESAME: HTTP://SAMY.PL/OPENSESAME/

INJECTING RDS-TMC TRAFFIC INFORMATION SIGNALS: HTTPS://GITHUB.COM/ABARISANI/ABARISANI.GITHUB.IO/TREE/MASTER/
RESEARCH/RDS (VIDEO: HTTPS://WWW.YOUTUBE.COM/WATCH ?v=XGGGRKI1CGO)
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