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$ whoami

Name: Pepe Vila
Alias: cgvwzq
Web: https://vwzq.net/ 

In a past life: XSS troll master,  NFC tinkerer, web 
security, CTFs, 2-columns-paper writer…

These days: security architect at Arm  ¯\(°_o)/¯ 
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CPU vulns:There and back again
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DISCLAIMER: this presentation reflects my personal views
Most of which are nothing but a mix of other people’s views incorporated into my neural network as result of a random set of experiences…
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CPU vulns:There and back again



4PEPE VILA                 @cgvwzq EUSKALHACK SECURITY CONGRESS VII

https://developer.arm.com/documentation/ddi0487/latest/

An architect works on the architecture
as an engineer works on the …

The Architecture defines the behavior of an abstract machine:
• ISA, memory model, execution modes, I/O, etc.

Microarchitecture refers to the implementation details:
• caches, execution pipelines, optimizations, etc.

software

architecture

microarchitecture

software

architecture

microarchitecture

In a hole in the microarchitecture there lived a vulnerability…

https://developer.arm.com/documentation/ddi0487/latest/
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And security?

CPU vulns:There and back again

2017: Spectre v1 - Bound check bypass
2017: Spectre v2 - Branch target
2017: Meltdown - Rogue data cache load
2018: Rogue system register read
2018: Spectre v4 - Speculative Store bypass
2018: Lazy FP state restore
2018: Spectre v1.1 - bound check bypass store
2018: SpectreRSB/ret2spec - return mispredict
2018: Foreshadow - L1 terminal fault
2019: MDS: RIDL, Zombieload, Fallout, CacheOut, …
2020: Load Value Injection
2022: MMIO stale data issues
2022: PACMAN
2022: Branch type confusion: retbleed, phantom jumps..
2022: Downfall
2022: Augury
2022: Spectre BHB
2023: Zenbleed
2023: Inception
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Some (assumed) background

• Pipelining, out-of-order execution, speculation (e.g., branch prediction)

One useful lie

For simplicity we’ll replace the exfiltration channels by a simple oracle
• we can ignore whether we do Flush+Reload, Prime+Probe, TLB covert-channel, etc.

Today, the attacker can magically observe the addresses of all locations 
accessed by the victim, but not the values.

Remember: Local attacker with code execution.

"Priestess of Delphi" by John Collier, 1891.

CPU vulns:There and back again
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Spectre v2
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Spectre v2 (aka. Branch target injection)
Although more generally, we should say prediction injection

Branch predictor

0x500: ret
...
0x700: mov x0, #0x500

0x704: blr x0

0x708: blr x0

0x70c: blr x0

...

Attacker

PC=0x704 Target=0x500

PC=0x708 Target=0x500

PC=0x70c Target=0x500
; exfiltration gadget

0x500: ldr x0, [x0]

0x504: ldr x1, [x0]
...

; attacker controls x0

0x704: ldr x4, [x3]

0x708: blr x4

...

Victim

Prediction hit

Arbitrary read

Exfiltration

Long latency operation…

Spectre v2
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Spectre v2 (aka. Branch target injection)
Although more generally, we should say prediction injection

Branch predictor

0x500: ret
...
0x700: mov x0, #0x500

0x704: blr x0

0x708: blr x0

0x70c: blr x0

...

Attacker

PC=0x704 Target=0x500

PC=0x708 Target=0x500

PC=0x70c Target=0x500
; exfiltration gadget

0x500: ldr x0, [x0]

0x504: ldr x1, [x0]
...

; attacker controls x0

0x704: ldr x4, [x3]

0x708: blr x4

...

Victim

Long latency operation…

Value coming from memory to resolve pending load (dramatization)

Spectre v2
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Spectre v2 (aka. Branch target injection)
Although more generally, we should say prediction injection

Branch predictor

0x500: ret
...
0x700: mov x0, #0x500

0x704: blr x0

0x708: blr x0

0x70c: blr x0

...

Attacker

PC=0x704 Target=0x500

PC=0x708 Target=0x500

PC=0x70c Target=0x500
; exfiltration gadget

0x500: ldr x0, [x0]

0x504: ldr x1, [x0]
...

; attacker controls x0

0x704: ldr x4, [x3] ; x4=0x200

0x708: blr x4

...

Victim

Prediction was 

wrong, flush

Spectre v2
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Whose problem is it?

Spectre v2

B2.9.4 “Restrictions on the effects of speculation from Armv8.5”



12PEPE VILA                 @cgvwzq EUSKALHACK SECURITY CONGRESS VII

In practice...
An example of implementation that meets the requirements is context tagging

Spectre v2

PC=0x700 Target=0x500Tag=A

Branch predictor

0x500: ret
...
0x700: mov x0, #0x500

0x704: blr x0

0x708: blr x0

0x70c: blr x0

...

Attacker

; exfiltration gadget

0x500: ldr x0, [x0]

0x504: ldr x1, [x0]
...

; attacker controls x0

0x704: ldr x4, [x3] 

0x708: blr x4

...

Victim
PC=0x704 Target=0x500Tag=A

PC=0x708 Target=0x500Tag=A

Prediction miss
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CPU vulns:There and back again

Spectre BHB (aka. Branch History Injection)
or branch target or (prediction) reuse attacks

Branch history

01110101…

Target=0x100Tag=V

Branch predictor

Target=0x500Tag=A

Target=0x120Tag=V

Target=0x300Tag=V

Target=0x340Tag=V

h

PC

; function with gadget

0x340:
...

0x384: ldr x1, [x7]
0x388: ldr x1, [x1]
...

; attacker controls x7

0x704: ldr x4, [x3] 

0x708: blr x4

...

Victim

; modify branch history

ldrb w3, [x0]

add x0, x0, #1

tbnz w3, #0, +4

ldrb w3, [x0]

add x0, x0, #1

tbnz w3, #0, +4

...

Attacker

10110010

Prediction hit

Arbitrary read

Exfiltration
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Whose problem is it?

Spectre v2
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Meltdown

EUSKALHACK SECURITY CONGRESS VII

CPU vulns:There and back again
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Meltdown

ldrb w0, [x1]      // x1 = 0xffff000000000abcd

ldr xzr, [x2, x0]  
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Whose problem is it?

Meltdown

B2.9.4 “Restrictions on the effects of speculation from Armv8.5”

https://en.wikipedia.org/wiki/Kernel_page-table_isolation
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Data prefetchers
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CPU vulns:There and back again
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Data prefetchers

4321

Stride prefetcher

Adjacent prefetcher

Replay (or SMS) prefetcher

for (int i=0; i<size; i+=stride) {
sum += array[i];

}

for (int i=0; i<size; i++) {
sum += array[i];

}

int process(my_struct *s) {
s->out = s->field1 + s->field2;

}

Pointer (or DMP) prefetcher

for (int i=0; i<2; i++) {
sum += arr[i]->val;

}
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Concluding thoughts…

• Hardware security issues are not more complex than software
• It’s just a blacker blackbox
• Different background, but offensive mindset translates well

• Researchers (and attackers?) understanding of microarchitectures has increased dramatically → We are seen 
increasingly complex exploits
• Keep breaking assumptions about what is and what is not exploitable

• Unexplored surface attacks → Lots of opportunities
• More and more accelerators (GPUs, NPUs, JPegUs? Dafuq! :S)
• New vendors building their custom silicon

• Increasing number of hardware security features: PAN, PAC, BTI, MTE, PPL, APRR, KTTR..
• Most bypasses exploit deployment/configuration issues
• PAN bypass was an interesting case of an architectural (i.e., design) problem
• Will we start seeing hardware vulns in exploit chains?



¡MUCHAS GRACIAS!
ESKERRIK ASKO!

CPU vulns:There and back again
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